
                                                  

                                                                                                          

 

 
 

Dr. SAVERIO PALCHETTI  
 
Born in Rome, Italy, in 1953 - Civil Engineer, Ph.D. in Transport, Traffic and Environment (1980).  
 
From 2018, Chairman of the Working Group “Cyber Security of Automated Vehicles and Smart Roads” 
in Anas S.p.A. (Italy’s National Roads and Highways Authority). 
 
From 2017, World Representative of PIARC National Committees.  
 
From 2016, Chairman of the International Task Force “Infrastructure Security” of PIARC - World Road 
Association. 
 
In 2016, course on Civil Defense and in 2015, in the Italian National Security Agency, course on 
Economic Intelligence. 
 
From 2014, in the International Relations Office of ANAS S.p.A., Coordinator of Technical Activities in 
the Italian National Committee of PIARC Italy. 
 
2012 - 2014, in the Governmental Agency for Reconstruction after L’Aquila’s Earthquake  
 
2011 - 2012, in the Italian Agency for Railway Safety (ANSF) 
 
2010 - 2013, in Stretto di Messina Company, in charge of designing and construction of the one span 
suspended bridge on the Strait of Messina.    
 
2006 - 2009, collaboration with the Coordinator of EU TEN 5th Corridor for the modernization of rail 
transport services along the railway line between Spain, France, Italy, Slovenia.  
 
2001 - 2010 in the Italian Prime Minister's Office, appointed General manager and Head of the Structure 
of Mission concerning the new railway project between Turin and Lyon, with the following tasks : 
 
 



                                                  

                                                                                                          

 
2000 - 2001, Working periods in EU DG VII Transport and assistant of the Diplomatic Advisor to the 
Minister of Transport. 
 
1996 - 2000, at the Ministry of Environment, Head of the Research Office of the Minister 

 
1996 - 1998, University of Rome, adjunct Professor for maritime transport and vessel traffic services. 
 
1988 - 1992, in the Ministry of Shipping, chairman of the National Committee for the development and 
implementation of coastal Vessel Traffic Systems. 
      
In the beginning (from 1981) freelance engineer, testing on structures, models and monumental works 
- Leonardo da Vinci's Last Supper, Milan Cathedral - post-earthquake reconstructions.    

 

ROAD INFRASTRUCTURE SECURITY: A MODERN VIEW 

In the last decade direct, intentional attacks on infrastructure users and/or cargo with an explicit 
intention to disrupt transport flows, harm passengers, to make a political point or make economic profit 
by blackmailing the state have increased.  
 
In 2016 a Task Force was created by PIARC – World Road Association on the issue of infrastructure 
security for a two-year mission. During this working time, some tragic events have taken place in Europe 
and in the world and new threats have interested road infrastructure and mobility.   
 
There are numerous security considerations in the management of infrastructure, which arise, from its 
strategic importance, its different uses, and its proximity, and therefore the access it can provide to 
other assets. Challenges can include:  
 

i. protection of important persons, 
ii. protection of important buildings and public spaces,  
iii. protection of third-party assets providing vital services for the functioning of modern societies – 

energy, communication and water, and 
iv. provision of secure transport of cargo and passengers for all modes of transport (road, railway, 

maritime and air).  
 
A good infrastructure network, in facilitating the movement of goods and people, improves trade and 
increases the possibilities open to people not only to reach a range of education, work and healthcare 
opportunities, but also to travel for social reasons. A significant disruption on an infrastructure network 
can therefore have far-reaching consequences for individuals, communities, businesses and ultimately 
the economy of an area. 
 
Of all the modes of transport, road transport and the road network upon which it is dependent, is without 
a doubt the most widespread around the world and therefore has a hugely significant role in providing, 
maintaining and improving mobility. 



                                                  

                                                                                                          

 
The extent of the impact of the loss of, or damage to, a part of this road network will be dependent on 
the amount of resilience that the relevant part of infrastructure and the network have, the strategic 
importance of the affected area, and the nature and extent of the loss or damage caused.  
The scale and coverage of the road network means that it will always be susceptible to vandalism and 
theft and be affected by acts such as demonstrations and public disorder.  
 
Further, their strategic importance, the presence of major assets such as bridges, tunnels, urban 
viaducts where significant damage can be caused, and their proximity to areas where there are large 
numbers of people also makes them attractive targets for more extreme individuals or groups. Similar 
challenges are faced by other parts of the transport infrastructure for the same reasons. 
 
 
More recently, the road network and vehicle industry are at the beginning of a period of significant 
change as innovative technological solutions are sought to improve the safety, serviceability, 
sustainability and resilience of infrastructure. The way in which networks are managed and the way in 
which road space is utilised, is evolving with greater use of technology to monitor network conditions 
and to actively manage traffic. 
 
In the majority of Countries, security is perceived as being not the responsibility of those managing and 
operating the infrastructure itself. As a result, until recently, protecting the mobility of people and goods 
from these types of threats, was in the domain of police forces, intelligence services, customs and the 
services responsible for the control of transported goods. However, the parties that own, are 
responsible for or manage infrastructure, even more so because of their increasingly use of, and 
reliance on information and communication technologies, have an increasingly important role to play, 
in particular in relation to mitigation and incident planning. A collaborative approach between 
government and various institutional levels, infrastructure owners, managers and operators is 
important, recognising that attacks may take place using, or facilitated by, more than one mode of 
transport and over lengths under the responsibility of different organisations. 
 
 


